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Door Access — Overview

Allow NetworXConnect users to Monitor & Control up to 16 doors locally and remotely

Introduction of new keypad variants with integrated mifare reader
Introduction of new mifare credentials DESFire EV2 4K
Not supported by legacy NX keypads and NXG-1820-EUR keypad
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Door Access - Concept

Mifare Keypad Control Panel
DLX900

Credentials UltraSync+ App
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Door Access — Mifare Keypad NXG-1832/33-EUR

Includes secure Mifare card reader
Input and O.C Output

Up to 3 card swipe functions combining access, security and
home comfort features

Audible indication for door left open and door forced

Configuration Server Configuration Server Configuration Server
oo DOEE SEce

{DecesiSystem BevicesiceypaciDevice m m m
Number:

o UID (Sert ‘ \Devices\System Devices\Keypad\Device
ewceName( e : ) ) NumbenCard Reader\Single Beep:
- \Devices\System DEVICSS\Ker_:’:Id‘lDeVICB T Keypad v
Options NumbenCard Reader: Coce Entry i
Permission 1 1 Keypad v
e 2 single Beep Door Unlock
Schedule 2 Double Beep )
Idle Timer [10-240] Triple Beep Arm-Disarm
Display
Key backlight Action Number
Sound [Default ~]
FUL"m" ey Scene Number

i 4
Card Reader Disabled
Input

Default this device
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Door Access — Keypad /O

NXG-1830/31 NXG-1832/33 mifare keypad

Input Intrusion zone Door zone .
CIEIEIE B
NEG NEG /" Alarm
o= o= ||s==) Lo wl
LAN- LAN- o ‘L'»j "—‘;
IN IN e
\Dew::eS\Syst:;ﬂm[;esvrl\f:s:l:eypad\Dewce ouT ouT RTE
e Sensor (3K3, 4K7, 4K1 EOL) Door Door Contact + RTE Zone 3x 3K3
contact
RTE as next zone (+RTE)
RTE Output n.a. .
Door Lock ‘ﬁ &
Note! Any systeminput and output can be used as
DoorZone and Door Output
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Door Access — Credentials

* Mifare DESFire EV2

Card data secured with NXG key
128bit AES Encryption

8-digit card number

Different card variants

S-pack

—

NXG-1801-5 NXG-1802-5 NXG-1803-5 NXG-1804-5 NXG-1805-5
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Door Access — Card Security and Card Management

* Unique key with each panel
» Option to overwrite key for multi-site access ey
) e e NXG Key
. \System\Card Security Options:

Keypad User card functions S 4
- Add/Modify card a8

v Adding card to single existing user '

v Automatically securing card

v" Change card number Mifare reader

Add multiple cards
v Adding card to all existing users, auto-increment

v Automatically securing card a

Card enable/disable
v Temporarily disable/enable a card

Delete card Secure card

Secure cards
v’ transfer secure key to card
v Read card details (ID, status, assigned user)
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Door Access — User Menu

* Door Control: Open, Unlock, Timed Unlock, Lock, Disable/Enable
* Visual support for different door status conditions on panel web pages and App

Locked Unlocked Warning Propped Door Forced Door

m Unlocked E E Left Open Logl?d E
EEE Enes Enabled Enabled Enabled

* Door status and control from NXG-183xx keypad in User menu \Security\Doors

o

Forced

Locked

=
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Door Access — Control Panel Basic Settings

Basic

Select Menu:

Users Settings Selector

* New menu Doors & Door Groups

Parttions
Channels

 Basic configuration options [ s |

Schedules

Actions

\/ DOO r N ame Am-Disarm
\Doorsibeor Number: Devices Select Door to Configure:
1 Office Front Door v Permissions
A4
v Door Typ e Door Type ation croups S 1 Entry Door v |
Lock + Forced + Shunt M HMIeSus |
olidays Entry Door
S| Disabled Zone Types
Lock Zone Options
Evet Lists Select Door Type:
Lock + Shunt Channel Groups D T
Action Groups oor lype
Lock + Shunt + DOTL Scenes [Lock + Forced + Shunt + DLO v |
Cameras
Lock + Forced UltraSync
Deors Select Door Inputs:
Lock + Forced + Shunt Door Groups Door Zone
Lock + Forced + Shunt + DOTL

RTE Zone

v Door Zone (also required if door contact wired to keypad)
\/ RTE Zone Door Unlock Tin?:‘[)iir—;g?eﬁr:’:conds

v Door Timers Door Zone|58hunt[0-255] Seconds |
o Door Unlock Time : time door relay/output switches D°°'Z°"e:§“ga'"‘"9 [0-255] Seconds :
o Door Zone Shunt: time door can stay open o
o Door Warning : amount of time remaining before shunt e
expires and local keypad sounds Log Door Access
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Door Access — Door supervision

e Normal Card swipe Dooris

to open opened

|

Door Unlock Time
Output Active

Door is
closed

Door Shunt Canceled

'
'
I
I
'
I
'
'
'
<
<
1
'
I

Door Shunt Time 60 sec :

-k

]

Default 5 sec
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Door Access — Door supervision

° Warning Card swipe Dooris

to open opened

|

Dooris
closed

Door Unlock Time
Output Active

e
B A

. | Door Shunt | |
a > Time 60 sec h >
i Default 5 sec | | Warning :
i Time 15 sec |
» Warning sound on local keypad
»> Close doorto restore/silence
!.'EHE..EQ www.lobeco.nl | www.lobeco.be
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Door Access — Door supervision

Event Filier:

e Door Left Open Card swipe Dooris Door is
t

0 open Opened closed Door Left Open Restore**

(DLO) l l e e

Time: 04:34:51 PM
Date: 9 Aug 2021

DOOI‘ UI’I|OCk Tlme Door Closed™
Output Active

Entry Door
Time: 04:34:51 PM
Date: 9 Aug 2021

Door Left Open**

Door Shunt i | Zones

ey e
y.

Date: 9 Aug 2021

i B H Entry D
» Time 60 sec : 5 partion 1
Default 5 sec : : Warning : Time: 04:34:21 PM

Time 15 sec |

Door Cpened™
Entry Door

Time: 04:33:24 PM
Date: 9 Aug 2021

> Partition DoorFault DLO
1> Code entry to restore ”
> Reportto CMSoptional — cuyoe

User 1

Time: 04:33:21 PM
Date: 9 Aug 2021
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Door Access — Door supervision

Door Forced Door is opened Event History
w/o door swipe Door is
w/o Request-To-Exit closed Select Dale:
Event Filter: Access Events v

Forced Door Restore
Zone 8

Entry Door

Partition 1

Time: 05:0:43 PM
Date: 9 Aug 2021

» Partition Door Forced

»> Code entryto restore Door Forced

» Reportto CMS Zone &
Entry Door
Partition 1

Time: 05:0:40 PM
Date: 9 Aug 2021
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Door Access — Control Panel Advanced Settings
Advanced

» Advanced configuration options

v Auto Door Unlock Door unlocks by Schedule or Action (*) mnm

v"Auto Enable RTE  RTE operational by schedule or Action mmm
v Door Options Event reporting & logging options

\Doors\Door Number

Door Name
Door Type

v Partition Group Partition to check i.c.w other options Door Inputs

Partition Group

v Timers Pre- & Post-lock timers g mers [ sack [ vp [ oown | e |

Auto Enable RTE

EXEEREED

‘Doors'Deor NumberiDoor Options:

Door Forced Reporting
Door Left Open Reporting 0
Log Door Access
Log Door Secure O
Door Zone Shunt Cancel
No Access if Armed O
Disarm when Armed O
(*) Auto Door Unlock at 1st Entry
RTE when Fire Alarm O
No Access if Alarm O
Mag Lock O
Log Door Cpen and Close O
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Door Access — Control Panel Access log

* New Access event log added to increase log capacity = s«

Al

« Access log can hold +5000 events EREEL-

Door Left Open™

Event History
Select Date:

Event Filter | I

~
“-

Door Left Open*™

Zone 3 Zone 8
Partition 1 Partition 1
i Time: 11:27:47 AM Time: 11:27:47 AM
Event HlStOw Date: 9 Jul 2021 Date: 9 Jul 2021
Select Date: |e7/e9/2021 =]
_— Door Opened®® Card Enabled**
i : ~ Entry Door User 1
Event Filter: All Time: 11:28:43 AM Gard: 00001000
All Date: 9 Jul 2021 Time: 11:26:02 AM
Date: 9 .Jul 2021
3 < Alarm
Video
L ’ Door Accessed™ Card Added™
Entry Door User1
User1 Card:00001000

Time: 11:26:32 AM
Dafe: 9 Jul 2021

Time: 11:26:02 AM
Date: 9 Jul 2021

Door Closed™
Entry Door

Time: 11:26:23 AM
Date: 9 Jul 2021

Door Opened**
Entry Door

Time: 11:26:23 AM
Date 9 Jul 2021

Card Removed*
User 1
Card:00001000
Time: 11:25:56 AM
Dafe: 9 Jul 2021

Door Closed™
Entry Door

Time: 11.26:20 AM
Date: 9 Jul 2021
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Door Access — Control Panel Actions & Scenes

* New Door Control logic events added under panel menu Scenes & Actions

Lobeco
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Scenes

Settings Selector

Select Scene to Configure:

Scene Name

Enable App Button

Door Event Category

Configuration Server

Scene Trigger
Activate Schedule

Always On v

Activate Event Type

Disable

-

\ActionstAction Number\Event 1:
[1 Open Door v

Door Unlocked v

Event Type

Activate 7 Schedule Activated
Schedule Deactivated
Smoke Power Reset
Turn On By User

Turn Off By User
Action Dl Geosphere 1 Entered
Geosphere 1 Exited
Geosphere 2 Entered
— Geosphere 2 Exited
Siren On

Z-Wave Devices (Beta)
Sunrise

Sunset

S Camera Motion Detection

| —

Action Def

Door Unlocked
Action D& Ro0r Shunted
Door Warning
| Door Disabled
Permanent Unlock

Doorbell Cameara Button Press

-

T

Door Unlocked
Door Shunted

Door Warning
Door Disabled
Permanent Unlock

Zone Event Category

Configuration Server

\Actions\Action NumbenEvent 1:
[33 Action ~|

Event Type
disabled hd

disabled -
Faulted

Not Faulted
Alarm

Bypass

Tamper

Low Battery
Trouble
Supervision
Chime Enabled
Inhibited

Alarm Memory
Test

Test Fail

Chime Triggered
Door Forced

Door Left Open
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DLX900 - v5.16.10

« Support for NetworXConnect panel door access i —
features i K< s> >l

Doors |
Door |1 vl MName ||
Type [Disabled |
 Inputs
Door Zone I Disabled ;I
RTE Zone [ Disabled =
Partition Group IUse Input Partition Group LI
 Timers

Doar Unlock Time [3-20] Secands |5 Doar Zone Shunt [0-255] Seconds |60

Predock Time [1-3] Seconds I2 Door Zone Waming [0-255] Seconds |15
Postdock Time [1-3] Seconds |2

r Auto Door Unlock
Schedule [ Disabled |
Action [ Disabled |
—Auto Enable RTE
Schedule [ Disabled ~|
Action [ Disabled =
—Options
[+ Door Forced Reporting [~ RTE when Fire Alam
I~ Door Left Open Reporting I Mo Access f Alam
¥ Log Door Access ™ Mag Lock
™ Log Door Secure ™ Log Door Open and Close

|+ Door Zone Shurt Cancel

[~ No Access f Amed

[~ Disarm when Amed

¥ Auto Door Unlock at 1st Entry

Lobeco
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DLX900 - v5.16.10

« User card management

Send Read Options Display Send Read Options Display
Q 8 98 K] @ ol QM8 B 00 K[ @ )l
Main IM\rancedIList | Main | Advanced List |
|UserNumber FIN First name | Last name | Type Partition Group | Door Group Card Mumber |Enable Card | Languags
User Number | 7 1234 |User M aster &l Partitions | &l Doors 10020043 English [U.K.)
MName » ZIE 5678 User 2 Standard All Partitions All Doors 10020021 English [U.K.]
’7|U53r1 | ‘ 33 0303 Uszer 3 Standard All Partitions All Doors 10020011 English [U.K.]
414 0404 User 4 Standard Al Partitions AllDoors TE478 English [U.K.]
5 | 256 571300 |installer Enginesr Al Partitions All Doors 0 ] Duteh [Belgium]
FIN |1234 Type [ Master |
Language | English (U K. -
Partition Group I.NI Partitions LI
Door Group I.NI Doars ;I
Card number 10020043 ¥ Card Enabled
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DLX900 - v5.16.10

» Support for mifare keypads NXG-1832/33-EUR

Send FRead Options Display
Keypad | Button Functions Card Reader

— Single Beep
Am-Disam | Disabled =
Action | Disabled E
Scene | Disabled E

— Double Beep
[~ Code Entry
[~ Door Unlock
Am-Disarm I Am Away j
Action | Disabled =
Scene | Disabled E

— Triple Beep
[~ Code Ertry
[~ Door Unlock
Am-Disarm IDisan'n ;I
Action | Disabled E
Scene | Disabled E
Door I Door 2 LI
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DLX900 - v5.16.10

« Eventlog selection (Main, Alarm, Video, Access)

Event Filter

Read 10 events Read log I Watch for new events Select all Copy
Date/Time Partition User Event | Zone/Door
G/08/2021 10:1%:45 UserD *Invalid Card Format Card 78478
Main Events 9/09/202110:25:27 User0 *Card Secured Card 10020043
Llarm Events 9/09/2021 10:25:30 1- User1 *Card Added Card 10020043
ideo E vents 9/08/2021 10:253:30 1-Userl *Card Enabled Card 10020043
Access Events 13/09/2021 %4341 User( *Invalid Card Format Card 78478
13/09/2021 9:43:.48 User( *Invalid Card Format Card 78478
13/09/2021 11:40:23 User( *Invalid Card Format Card 78478
14/09/2021 19:17:35 2-Userd *Card Added Card 10020021
14/09/2021 19:17:36 2-User2 *Card Enabled Card 10020021
14/08/2021 19:17:40 3-User3 *Card Added Card 10020011
14/06/2021 1%:17:40 3-User3 *Card Enabled Card 10020011
14/08/2021 1%:17:46 UserD *Card Secured Card 78478
14/08/2021 1%:17:46 4- Userd *Card Added Card 78478
14/09/2021 1%:17:46 4- Userd *Card Enabled Card 78478
14/09/2021 19:26:00 0 4- Userd *Door Accessed Door 1
14/09/2021 19:26:20 0 4- Userd *Door Accessed Door2
14/09/2021 19:26:23 1: Partition 1 User( Door Forced 8:Zone 8
14/09/2021 19:26:26 1: Partition 1 User( Forced Door Restore 8:Zone 8
14/09/2021 19:26:39 0 4- Userd *Door Accessed Door2
14/09/2021 19:27:04 1: Partition 1 User( Door Forced 8:Zone 8
14/09/2021 19:27:27 1: Partition 1 User0 Forced Door Restore 8:Zone 8
14/08/2021 19:29:34 0 1- User1 *Door Accessed Door2
14/06/2021 19:31:27 0 2-User2 *Door Accessed Door2
14/09/2021 1%:31:35 0 2- User2 *Door Accessed Door 1
14/06/2021 19:31:42 0 2-User2 *Door Accessed Door2
14/08/2021 18:31:49 0 2-User2 *Door Accessed Door 1
14/09/2021 19:31:52 0 User( *Door Opened Door 1
14/09/2021 19:31:56 0 User( *Door Closed Door 1
14/09/2021 19:32:01 0 3-User3 *Door Accessed Door2
14/09/2021 19:32:07 0 3-User3 *Door Accessed Door 1
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DLX900 - v5.16.10

* Remote Door Control & Monitoring

Lobeco
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Update | Time for timed unlock

1 Min ;I [™ Auto Update

Open
Locked (Dbl Click to Unlock)
Timed Unlock

Lock

Disable

Enable

Left Open

LIC] (O] L] i e

Forced
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DLX900 - v5.16.10

* Otherimprovements
Fix for remote bypass
Updated User password requirements

Change password

0id pazsword ||
Mew pazsword I
Mew pazsword [verify) I

— Pazsward Requirements

|Minirnurn 7 characters

|M inimurn 1 upper caze character

|M inirum 1 lower case character

|M inimurm 1 zymbol

|Minimum 1 number

ak. I Cancel

Lobeco
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Door Access — UltraSync+ App

Configure User Card Filter History

< Back < Done

Door Enabled**
Card Number 12345678 Start From Date Door 1

ME

Door Grou All Doors
Front Door 3 P 11:35:23 AM

28 Oct 2021
Card Enabled All Events
Back Door 4 .
Security Events Door Disabled**
Door 1
ME

Video Events
11:35:13 AM

Area Events 28 Oct 2021

User Events Door Enabled**
Door 1
Sensor Events ME
11:32:24 AM
Access Events 28 Oct 2021

Door Disabled**
Door 1

ME

11:32:19 AM

28 Oct 2021
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Thank you for your attention!
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