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Door Access – Overview

• Allow NetworXConnect users to Monitor & Control up to 16 doors locally and remotely
• Introduction of new keypad variants with integrated mifare reader
• Introduction of new mifare credentials DESFire EV2 4K
• Not supported by legacy NX keypads and NXG-1820-EUR keypad
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Door Access - Concept

Door Control 
Open Door
(Timed) Unlock Door
Disable/Enable Door Control 

Door Monitoring
Door Open/Closed
Door Left Open
Door Forced Open

Mifare Keypad
Reader Options
• 3 Scan functions
• Door Unlock
• Arm-Disarm
• Action – Scene
• Code Entry
• Door Output
• RTE Input

Card Management
• Add/Modify User Cards
• Card Enable/Disable
• Delete Card
• Add multiple cards
• Secure cards

Control Panel
DLX900
Door Configuration
• Door Name
• Door Type
• Door Zone
• Timers
• Schedules
• Event log & Reporting
• Options

Logic
• Actions & Scenes

UltraSync+ App
Card Management
• Add/Modify User Cards
• Card Enabe/Disable
• Delete Card
• Secure Card

Credentials
• Mifare
• DESFire EV2 or EV3
• 8-digit card number
• 128bit AES Encryption
• NXG Secure Key
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Door Access – Mifare Keypad NXG-1832/33-EUR

• Includes secure Mifare card reader
• Input and O.C Output
• Up to 3 card swipe functions combining access, security and

home comfort features
• Audible indication for door left open and door forced
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Door Access – Keypad I/O

NXG-1830/31 NXG-1832/33 mifare keypad
Input Intrusion zone

RS-485

Sensor (3K3, 4K7, 4K1 EOL)

Door zone
RS-485

Door  Door Contact + RTE Zone 3x 3K3
contact
(+RTE)

RTE Output n.a.
Door Lock

Note! Any system input and output can be used as 
Door Zone and Door Output
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Door Access – Credentials

• Mifare DESFire EV2
• Card data secured with NXG key
• 128bit AES Encryption
• 8-digit card number
• Different card variants
• 5-pack

NXG-1801-5  NXG-1802-5  NXG-1803-5  NXG-1804-5 NXG-1805-5
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Door Access – Card Security and Card Management

• Unique key with each panel
• Option to overwrite key for multi-site access

Keypad User card functions
• Add/Modify card

✓ Adding card to single existing user
✓ Automatically securing card
✓ Change card number

• Add multiple cards
✓ Adding card to all existing users, auto-increment
✓ Automatically securing card

• Card enable/disable
✓ Temporarily disable/enable a card

• Delete card
• Secure cards

✓ transfer secure key to card
✓ Read card details (ID, status, assigned user)

NXG Key

Mifare reader

Secure card
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Door Access – User Menu

• Door Control : Open, Unlock, Timed Unlock, Lock, Disable/Enable
• Visual support for different door status conditions on panel web pages and App

• Door status and control from NXG-183xx keypad in User menu \Security\Doors



www.lobeco.nl  |  www.lobeco.be
We make it work.

Door Access – Control Panel Basic Settings

• New menu Doors & Door Groups
• Basic configuration options

✓Door Name
✓Door Type

✓Door Zone (also required if door contact wired to keypad)
✓RTE Zone
✓Door Timers

o Door Unlock Time : time door relay/output switches
o Door Zone Shunt : time door can stay open
o Door Warning : amount of time remaining before shunt

expires and local keypad sounds

Basic 
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Door Access – Door supervision

Card swipe 
to open

Door Unlock Time
Output Active

Door is 
opened

Door Zone Shunt active

Door Zone Open

Door is 
closed

Door Shunt Canceled

Default 5 sec

Door Shunt Time 60 sec

• Normal
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• Warning

Door Access – Door supervision

Card swipe 
to open

Door Unlock Time
Output Active

Door is 
opened

Door Zone Shunt active

Door Zone Open

Door is 
closed

Default 5 sec

Door Shunt 
Time 60 sec

Warning 
Time 15 sec

➢ Warning sound on local keypad
➢ Close door to restore/silence
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• Door Left Open
(DLO)

Door Access – Door supervision

Card swipe 
to open

Door Unlock Time
Output Active

Door is 
opened

Door Zone Shunt active

Door Zone Open

Door is 
closed

Default 5 sec

Door Shunt 
Time 60 sec

Warning 
Time 15 sec

➢ Partition Door Fault DLO
➢ Code entry to restore
➢ Report to CMS optional

Door Left Open (Zone Propped )
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Door Access – Door supervision

Door is opened
w/o door swipe
w/o Request-To-Exit

Door Zone Forced 

Door Zone Open

➢ Partition Door Forced
➢ Code entry to restore
➢ Report to CMS

Door is 
closed

• Door Forced
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Door Access – Control Panel Advanced Settings

• Advanced configuration options
✓ Auto Door Unlock Door unlocks by Schedule or Action (*)
✓ Auto Enable RTE RTE operational by schedule or Action
✓Door Options Event reporting & logging options

✓ Partition Group Partition to check i.c.w other options
✓ Timers Pre- & Post-lock timers

Advanced

(*)
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Door Access – Control Panel Access log

• New Access event log added to increase log capacity
• Access log can hold +5000 events
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Door Access – Control Panel Actions & Scenes

• New Door Control logic events added under panel menu Scenes & Actions

Door Event Category  Zone Event Category 
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DLX900 – v5.16.10

• Support for NetworXConnect panel door access 
features
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DLX900 – v5.16.10

• User card management

Single view List view 
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DLX900 – v5.16.10

• Support for mifare keypads NXG-1832/33-EUR
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DLX900 – v5.16.10

• Event log selection (Main, Alarm, Video, Access)
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DLX900 – v5.16.10

• Remote Door Control & Monitoring
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DLX900 – v5.16.10

• Other improvements
Fix for remote bypass
Updated User password requirements



Door Access – UltraSync+ App

We make it work.
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Thank you for your attention!

We make it work.

Taco Scheltemastraat 5  |  2597 CP  Den Haag  |  Tel.: +31 (0)70 - 314 314 3  |  info@lobeco.nl  |  www.lobeco.nl 

Vliegveld 37  |  8560 Wevelgem  |  Tel.: +32 (0)56 78 20 20  |  info@lobeco.be  |  www.lobeco.be

We make it work.




